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R .
3.1.5 AL&AER

NISUEA SRR R, L AR A5
RIVE A2

SRS R AT [ JC IR E R (Doc2EDAG) Pl
WA LR E (DAG) @A F 45, Houdk
fife i A0 IR GreedyDec 181 77 /0 SRBE 4 S 1R 04

K22 HiB B (GIT) M Doc2EDAG (13~
J&, SINRIEME M GRS, ¥meRH b



- 242 - W ofE ¥ M ¥ 46 %
N FERALA . Proto-LF B SZHFE UM, (HALER
J Y — ) & ) 2% R AE AT (Proto-Bert) 331 R FHRERE, SRR Og L. Brdtes 2

BT BERT [ R A% I B8, 3 T4 SCARDREAR
W5, HZBRT 512 token K J&F, X DAL FE K S0 RY
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7 3-Way-2-Doc % & F F1 184 76.51%, KL+
Proto-LF  (68.40%) , H Bl & % Jt T LAAP
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P, BT — B S 22 TS EN B 20
(Document 1) HEATIR N0 Mo 2 SO HER [ 5 0k
ARG (XSS) WS ITH G & AR (Print
Spooler) il i) &K IS5 R G OL, W &5 )8 6
AT IR H G MBI PR . R 11O TR
Document 1 [ R4l BES SRRTLE, dl i 5 B4 si iy
Proto-LF HIXS b, AT VAL RS Bl BUE S5+
JePLH BE R

Document 1

[S2] =+

[S3] Although security researchers in the indus-
try have been looking for bugs in Spooler for more
than a decade this year.

[S4] In a blog post, Young detailed how he dis-
covered not one but three persistent XSS vulnerabili-
ties - two of which remain unpatched - that could al-
low a malicious actor to access and control the app.

[S5] One of the vulnerabilities due to be dis-
cussed, tracked as CVE-2021-1675 and issued with a
CVSS score of 7.8, is a critical Print Spooler bug
that was included in Microsoft’s latest Patch Tuesday,
published on June 8.

[S6] -+

[S9] Multiple vulnerabilities in Cisco Small
Business routers could allow any unauthenticated ac-
tor to potentially plant a backdoor in devices, allowing
for persistent access to internal networks.

[S10] Netting a $20,000 bug bounty payout for
their exploit, the researchers inserted malicious Ja-
vaScript into web pages along with text written in a
language that was non-native to a target user’s Edge
settings.

[S11] ==

1) BB TTRIRAE Sy A ST -3 4
5K B R T 2 37 T [S9]H “Cisco Small Business
routers” 5[S4-S5]1H IR IR HAIA 15 oGk, ki
LA R SRR R Eh S ERE, SRR SRS
AL KPR B OB BRI .

() XSS ¥ 5 Print Spooler Jiil, < 3 J5 k8@ it £
o B 6E B 2 ST AL, AR R I BL CVE-2021-
1675 J9H% 00 10 £ BRI 4, & 4 7 Proto-LF ¥

[S4]h S PEFE B “XSS vulnerabilities” 15N 3
BRI 44 PRIV 7]

3) BUR G RHERERE ). ASCITIERI L |
[S10]+ X it 7774 (inserted malicious JavaScript) 5
[S4]sF B i 45 R (access and control the app) <[]
s AR R R, ARBL TIRZ B8 L fERE ). AH
b2 F, Proto-LF REEHNILF R K R, FE IS
45 BN

=1 Document 1 EH-EILER 3T
HURH RS AL T5 Proto-LF
Event Type Vulnerability Exploits ~ Vulnerability Exploits
Attacker malicious actor malicious actor
i 11 Busi
Vietim Cisco Small Business Null

routers

Vulnerability

Name Print Spooler bug XSS vulnerabilities
Vulnerability ID CVE-2021-1675 CVE-2021-1675
Vulnerability Lo-

cated Device Spooler Spooler
Vulnerability
published Date June 8 June 8
Attack Method inserted mah.c10us Ja- inserted mah'cmus Ja-
vaScript vaScript
Attack Results  2°°€SS and control the Null

app

42 ERMEREGIEIE

JEAERE L RIS, am Pl 7%tk
e, HE—2D oM ARSI ) O 22 AR A
Z ) (Document 2) . WIFK 12 7w, ARILITIEAE
Document 2 _FHIL 7RI 2, BARSHa0 R .

Document 2

[S1] In a sophisticated supply chain attack dis-
covered last quarter, threat actors infiltrated a trusted
software vendor’s distribution network.

[S2] By compromising the vendor's update serv-
ers, the attackers stealthily injected malicious pay-
loads into legitimate software updates.

[S3] Thousands of enterprise clients unknow-
ingly installed these trojanized updates over a three-
month period.

[S4] The backdoors established persistent re-
mote access to corporate networks, enabling lateral

movement and data exfiltration.
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[S5] Security analysts at multiple firms de-
tected anomalous network traffic patterns but ini-
tially attributed them to routine maintenance activities.

[S6] cee

£12 Document 2 E - IMENLE RATEE

RS Ground Truth AKRILTT
Event Type Supply Chain Attack Supply Chain Attack
Attacker threat actors Security analysts

software vendor’s dis- software vendor’s distri-

Attack Target o .
g tribution network bution network
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